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Marlene H Dortch, Commission Secretary
Office of the Secretary

Federal Communications Commission
445 12" Street, SW

Washington DC 20554

RE; Annual 64.2009(e)} CPNI Certification
New Horizons Communications Corp
EB Docket No 06-36

Dear Ms Dortch:

Pursuant to 47 C.F.R. § 64.2009(e) New Horizons Communications Corp. hereby submits
its annual 64.2009(e) CPNI Certification.

If you have any questions or should you require any additional information please contact
me at the below. Please acknowledge receipt of this filing by date-stamping the extra
copy of the explanation letter and returning it to me in the self-addressed, stamped
envelope provided for this purpose. If you have any questions, please contact me at the
below. Thank you for your attention to this matter.

Sincerely,

New Harizon C nic 'L
/ )

nald A, Sheehan -
Tariff and Regulatory Specialist
420 Bedford Street, Suite 250

Lexington MA 02420
Phone: 1-339-222-7518 No. of Copies rec'd {7
Fax: 1-781-207-0458 List ABCDE

Email: rsheehan@nhcgrp.com
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Section 64,2005 Use of customer proprictary network information without customer
approval.

(2) Any telecommunieations carrisr may use, disclose, or permit aceess o CPNI for the purpose of
providing or madetlng service offerings among the categories of service {i.e,, local, interexchunge, and
CMRS) to which the customer already subscrlbes from tha sams carrier, without customer approval,

(1) If a telecommunications carrier provides diffexent categories of service, sud n customer
subscribes to more than one category of service offered by the camior, the carrier i3 permitied fo share
CPNI among the carricr's afffliated entities that provide a service offering 10 tlie customer.

(2) If 2 telecommunications carrer provides different categories of service, but & customer does
not subscribe to more than one offering by the carrler, the carrier js not pormtltted to share CPN1 with its
affiliates, sxcept as provided in §64.2007(b).

(b) A telecommunications casrier may nol uss, disclose, or permit access to CPNI to market o a
customer service offerings that are within a category of service to which the subsoriber does not already
snbscribe from that carcler, unless ihat carrier has customer approval to do &0, except as described in
paragraph(c) of this section.

(1) A wireless provider may nse, discloss, or pennit access to CPNI derived from is provision of
CMRS, withoul customer approval, for the provision of CPE and information service(s). A wireline carrier
may wse, disclose or permit access to CPMNI derived fiom its provision of local exchange service or
Interexchenge service, without customer approval, for the provision of CPB and call answering, voles mail
or messaging, voice storage and retrleval services, fax store and forward, and protocol conversion,

(2} A telscommminioations carrisr may not use, disclose, or permit access to CPNI to ideniify or
track customers that call competing service providors, For example, a lecal exchange corricr may not use
local sepviee CPNI to track nl] customers that call logal service competitors,

(¢} A telecommunications carrisr may use, discloss, ov permit access to CPNI, without customer
approval, as described in this paragraph (¢).

(I) A telecommunications carrler may use, disclose, or permit eecess to CPNI, without customer
approval, It fts provislon of inside wirlng Installation, maitenance, and repalt ssrvices.

(2) CMRS providers may use, disclose, or permit nccess to CPNI for the purpose of conducting
research on the health ffects of CMRS.
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I, Glen Nelson, Vice President of New Horizons Communications certify that I am an
officer of the company named above, and acting as an agent of the company, that I have
personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the commissions CPNI rules see 47 C.F.R. § 64.2001
et seq.

Attached to this certification as Exhibit “4"is an accompanying statement explaining
how New Horizons Communications Corp.’s procedures ensure that the company is in
full compliance with the requirements set forth in 47 C.F.R. § 64.2001 et seg.of the

commissions Rules
L

Name: Glen E, Nelson
Title: Vice President
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Annual 47 C.F.R. § 64.2009 CPNI Certification

EB Docket 36-36

New Horizons Communications Corp., has not taken any action (proceedings
instituted or petitions filed by a company at either state commissions, the court system or
the Commission against data brokers) against data brokers in the past year. Companies
must report on any information that they have with respect to the processes pretexters are
using to attempt to access CPNI, and what steps companies are taking to protect CPNI,

New Horizons Communications Corp. has not received any customer complaints
in the past year concerning the unauthorized release of CPNI (number of customer
complaints a company has received in related to unauthorized access to CPNI or
unauthorized disclosure of CPNI, broken down by category or complaint e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information or instances of improper access to online
information by individuals not authorized to view the information).

. Name: Glen E, Nelson
Title: Vice President
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(3) LECs, CMRS providers, and interconnected VoIP providers mey use CPNI, without customer
approval, 10 market services formerly known as adjunct-to-basic services, suoh as, but not limited ta, speed
dialing, computer-provided directory assistance, call monitoring, call tracing, call blocking, call return,
repeat dinling, call tracking, call waiting, caller 1D, call forwarding, and certain Contrex features.

@ A tolccox_mnunicaﬁons carrior may use, disclose, or pormit access to CPNI to profect the rights
or properly of the camier, or 1o protect vaers of those services and other oarriers from fraudulent, abusive, or

unlawful use of, or subscription to, such services.

The Comnpany has adaopted specific CPNI policles to ensure thai, in the absence of customer approval,
CENI is only used by the Cowpany fo provide or market service offerings anmong the categories of
service (he, local, Interexchange, and CMRS) to which the cusiomer already subscribes. The
Cornpany's CPNI policies prolibit the sharlng of CPNT with gffiliated companies, except as permiited
under Rule 64.2005(a)(1) or with customer approval pursicaut lo Rule 64.2007(b), The only exceptions
to these policles are as permiited under 47 U.S.C, § 222(d) and Rule 64.2005.

Scetion 64,2007 Appraval required for use of customer proprietary nctwork Information.

() A tclecommunications carricr mnay obfain approval through written, oral ar electronic
mothods,

(1) A telecommunications carrler relying on oral approval shall beay the burden of demonstrating
that such approval has been given in compliance with the Commission’s rules in this part.

{2} Approval or disapproval to nte, disclose, or parmit access to a customer’s CPNI obtalned by a
ielecommunicntions carrler must remain in offect unlil the customer revokes or limits such approval or
dlsapproval.

(3) A telecomnmunications cavier must maintain recards of approval, whether oral, written or
glectronde, for at least one year,

It all clrcumistances where customer approval Is reguired t0 use, disclose pr permit access fo CENL, the
Company's CPNI pollcies require that the Company obiain customer approval throngh wrilien, oral or
elecirenic meiliods in compliance with Rule 64,3007, A custorner's qpproval or disapproval remains in
effect until the customer revokes ar Lmils e approval or disapproval. The Comparny malninhis records
of cusiowner approval (whaiher wriften, oral or elecironic) for « minimam of one year.

(b) Uss of Opt-Out and -Opt-In Approvil Processes. A telecommunications carrier may, subject
to opt-out approval or opt:in approval, use its customer's individually identifiable CPNI for the purpose of
smarketing communications-related services to that customer. A telecommunications carrler may, subject to
opt-out approval or opt-in approval, dlaclose its customer’s individuglly identifisble CPNI, for the purpose
of marketing communications-relaied services to that custetner, to Its agents and its affiliates that provide
communications-releted services. A telecommunications oarrier may also permit such person or entitles to
obtaln access {o such CPNI for such purpesss. Bxcept for use and disclosure of CPNI that is pennitted
without customer approval under section §64.2005, or that is described in this paragraph, or as otherwiss
provided In sectlon 222 of the Communications Act of 1934, a5 atmended, & telecommunications carrier
may only use, disclose, or permit access 1o its costomer’s individually identifiable CPNT subject to opt-in
approval.

The Compuny does not use CENI for any purpose (Including markathig communtcations-related
services) amil does not disclose or grant access to CPNI to any party (including (o agenis or affilintes that
provide conmummnications-related services), except as perndited under 47 US.C. § 222(d} and Rule
64,2003, '




Scetion 64,2008 Notice required for uss of custorner proprietary network information,

™ . Notification, Generally. (1) Prior to any solicitatlon for customer approval, a
tolecommunications carrier must provide notifieation to the customer of the customer’s right to restrlct use
of, disclose of, aud access to that customer's CPNI,

{2) A telecommunicalions carrier must maintain records of notification, whether oral, wrltten ot

eleciroilC, Tor at [cast ane year,

(b} Individual notice to customers must be provided when soliciting approval to uss, disslose, ot
permlt Recess to customers® CPNL

(c) Content of Notlce. Custoracr notification must provide sufficient information to engble tha
customer to make an informed decision a8 1o whether to permit n cander to use, discloge, or prmit access
to, the cusiomer’s CPNI.

(1) The notification must state that the customer has a right, and the carcier has a duty, under
federal Taw, to protect the confidentiality of CPNI.

(2) The notificaticn must specify the types of information that constitute CPNI and the specific
entities that will receive the CPNI, describe the purposes for which CPNI will be used, snd inform the
customer aEhds or her right to disapprovoe those uses, and deny or withdraw access ta CPNI at any tme,

(3) The notification must advise the custoraer of the precise steps the cusloroer must {ake in order
to grant or deny access to CPNI, and must ciealy state that a denial of approval will not affect the
provision of any services to which the customer subscribes. However, caricrs mey provide a brief
statement, in & clear and nentral language, describing consequences directly resulting from the lack of
access to CPNIL

(1) The notification must be comprehensible and myst not be misleading.

(5) If written notification is provided, the notice must be clearly legible, use sufficlently lnrgs
type, and be placed in an arca so as to be readily apparent to a costomer.

(6) If anty portion of a notification is translated into snother lnnguage, then alt portlons of the
notification must be translated into that language.

{7) A carrier may state in the notification that the customer’s approval 1o use CPNI may enhance
the catrier’s ebility to offer products and services tailored to the customer’s needs, A cartier also may state
in the notification that it may bs compelled to disclose CPNI to any person upon affirmative wrltien request
by tlte customer.

(8) A carrler mny not include in the notificatlon any statement attempting to encourage a customer
to frecze third-pacty access to CPNIL

{9) The notification must state that any approval, or denial of approval for the use of CPNI
outside of the service to which the customer already subscribes from that corrier Is valid until the customer
affirmatively revokes or limits such approval or denial.

(10) A telecommunleations camier's solicitation for approval must bo proximate to the

notification of a customer’s CPNI tights,

The Compauy's CPNI policies require that customers be notified of their rights, and the Company's
obligations, with respect to CPNT prlor to any soliciliation for enstomer approval. All required customer
notices (wheflher writteri, oral or elecironic) comply with the requireinents of Rule 64.2008. The




Company mualnteins records of all required cusiomer notlces (whether svriiten, oral or elecironic) for o
minineane of one year,

(d) Nollce Reguiremenis Specific to Opi-Out. A telecommunications carrier must provide
notification to obtmin opt-out approval through electronle or writen methods, but not by oral
commusication (except as provided in paragraph (f) of this ssction). The contents of any such notificatlon
must comply with the requirements of parageaph (o) of this section.

{1} Carriers must wait a 30-day minimum period of lime after giving customors notice and an
opportunity to opt-out before assuming customer approval to uge, disclose, or permit aceess to CPFNL A
carrler may, in Is discretion, provids for a [onger period, Carriers must notify customers as to the
applicatyle waitlng perlod for a vesponse before approval is assumed.

(i) Tn the cass of an electroric form of notification, the walting perlod shall bepin to run from the
date on which the notification was sent; and

(i) In the case of notification by mail, ths waiting period shall begin to run on the third day
following the date that the notiflcation was maifed.

{(2) Carriers using the opt-out mechanism must provide notices to their customers every two
Yeary,

(3) Telecommunications carriers that use e-mail to provide opt-out notices must comply with the
following requitements Tn addition to the vequirements generally applicable o notlfication;

(4] Carricrs mivst obtaln express, verifiable, prior approval from consumers to send notices via e-
mzi} regarding their service in general, or CPNLin particular;

(i) Carrlers must atlow customers to reply directly to ¢-mails containing CPNI noticet In order to
opl-ont;

(fi) Opt-out e-mnil notices that are returned to the carrier as undeiiverable must be sent to the

-customer in another form before carrisrs may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line of the message
clearly and accurately identifies the subject matier of the e-mail; and

(¥) Telecommunications caryiers must make available to every customer a method to opt-out that
Iz of o additional cost to the customsr and that is available 24 hours n day, seven days a weck. Carriers
may salisfy this requircment through a combination of methods, so long as all customers have the abitity to
opt-out atno coat and are able to effoctuate that cholce whenever they chioose,

The Company does not currenily solleit "opt out" customer approval for the use or disclosure of CPNI,
The Company dves not use CPNI for any purpese (including marketing comnmnications-refated
services) and does not disclgse or grant aecess fo CPNI to any parly (inchuding 1o agenyy or affillates that
provide communicatlons-relaied services), cxcept as permitfed under 47 US.C, § 222(d) and Rule
64,2005,

{&) Notice Requlfremenis Specific to Opt-In. A tolecommmmications carrier may provide
notification to oblain opt-n approval through oral, written, or clectronic metheds, The contents off any such
notification owst comply with the requirements of paragraph (c) of his section,

The Company does ot currently ollclt Vopt in*' customer approval for the use or disclosure of CPN,
The Company does not use, disclose or grany necess fo CPNI for any purpose, to any party or in any
manner that would require a customer’s "opt in'* approval under ihe Commnission's CPNI Rules,



{Q Notice Requivements Specific to One-Time Use of CPNL. (1) Carriers inay wse oral notice to
obtnil_l limited, one-time use of CENI for Inbound and owtbound customer telephone contacty for the
dutation-of the call, regardiess of whether carricrs use opt-out or opt-in approval based on the nature of the
contact.

(2) The contents of any such notification 1must comply with the requiroments of paragraph () of
this section, except thal telecommunications camrlers may omit any of the following notice provisions if not

relevant to the Hmiied 1se Tor which e carmier seeks CPNT:

(1) Carriers need not advise custormers thnt if they have opted-out previously, no action is needed
to maintain the opt-out election;

(i) Carriers noed not advise customers 1bat thay may share CPNI with their affiliates or third
parties and need not name those entities, i the limited CPNT usage will not result In use by, or disclosure
to, an affiliate or third party;

(jii) Carriers need not disclose the means by which a customer can deny or withdraw future access
to CIPNJ, 5o long as tarriors explain to customers that the scope of the approval the carrier seeks is limited
1o one-time use; and

(iv) Cerriers mey omit disclosure of the precise steps n customer must toke in order to grant or
deny access to CFNI, es long as the carrler clearly communicates that the customner can deny access to his
CPNI for the call,

it instanees where the Company seeks one-fime enstormer approval for the use or disclosure of CPNI,
the Company obtains sueh approval in accordance with the disclosures, meiliods and requiremenis
contuined in Rude 2008(0, .

Sectlon 64,2009 Safeguards required for nse of customer proprietary network information.

(2} Telecommunications carriers must implsment a systcm by which the status of a customer's
CPNI epproval can be clemrly esiablished prior to the use of CPNL

The Compunty’s billing system allows avihorized company personnel to-€qsfly delermine the status of a
cusiomsar's CPNI approval on the clisfomer accotnd screen prior o the use or disclosure of CPNL

{b) Telecommunleations carriers must frain thelr personnel as to when they are and are not
authorized to uss CPNI, end carrlers must have an express disciplinary process in place.

The Company has esinblished CPNI complinnce policles that include employee tralning on restrictions
on (the use and disclosure of CPNI ond required safepuards to profect against unauthorleed wuse or
disclosure of CPNY, Employees have signed that they inderstand the CPNE pollcles and a violztion of
tirose pollcles will resulf In disciplinory actlon.

{c) All carricrs shall mainfain a record, elceironlenlly or In some ofher manner, of their own and
their affilinfes’ sales and marketing camnpaigns that uss their customers’ CPNIL. All earriers shall maintain o
record of #ll instances where CPNI was disclosed or provided to third parties, o where third partles wers
allowed weeass to CPNI, The record must include a description of each campaign, the specific CPNI that

waa used in the campalgn, and what products and sarvices were offered ax a part of the caompaign. Carriers
shull retain the record for a minimum of one year.

The Company’s CPNI policles require that all sales and marketing campalgns includieg fhose miilizing
CPNI be yeeorded and kept on flle for af leasi one pear. Records are also mainfained for disclosure or
access (o CPNI by thivd partles. The records lnclude the required informatfon listed it Rule 64,2009(c).




(d) Telecorununications cartlers must establish a supervisory review process reparding carrier
complianco with the rules jn this subpart for out-bound marketing situations and meintain records of carrier
coroplimeo for 4 minimum parlod of ons year, Speolfically, sales personnel must obtain supervisory
approval of any proposed out-bound marketing recaest for oustomer approval,

Tha Company’s CPNI poilcies require employees fo obtain approval ﬁom the Company’s CPNI
Cowmpliance Officer for all marketing campaigns, Including those utiflzing CPNT prior to inlilating ilat

camipaign. Record of the marketing campalgns, along whil the approprlate supervisory approval is
maintatned for at least one year.

(e) A teleconununications carrier must have an officer, as an agent of the curier, sign and file
with the Commission a complinnce certificato on an annual basls, The officer must stute in the certificntion
that he or she heg personal knowledge that the company has sstablished operating procedures that dre
adequafe to ensure complionce with the rules in this subpart.  The camier must provide n statement
accompanying the certiflcate explaining how its operailng procsdures ensure that It Is or {s not n
compllance with ths rules in this subpat. In additlon, the curler must include an explanation of any
actions talken apainst data brokers and a summnry of all customer complaints received In the past year
concerning the unauthordzed release of CPNL This filing must bs made annuafly with the Bnforcerent
Bureau on or befora March 1 in EB Dacket Ne, 06-36, for data pertaining to the previous calendar year.

he requlred officer certlfication, actlons iaken agalust datn brekers and sumunaty of customer
complaint docurnents are included with s accompanying sftatement. The Company will file these
documents on an anruial basis on or before Marck 1 for data periainiug to the previons calendar year.

(f) Carrlers must provids written notics within five business days io the Commission of any
{nstance whero the opt-out mechanisms do not work properly, to such a degree that consumers” inability to
opt~out is more than an anomaly.

(1) The notice shall be In the form of & letter, and shalt include the carrier’s name, a desaiiption of
the opt-out mechanism(s) used, the problems(s) experlenced, the remedy proposed end when it will be/was
implemented, whether the rolevant state commission(s) has' been notified and whether jt has teken ey
action, & copy of the notlee provided to customers, and contact Information.

{2) Such notice must be submihed even if the carrier offers other methods by which consumers
3y opt-out,

The Company does nof currently solieit “opt out™ ctistomier approval for the use or disclosure of CPNY,

Section 64.2010 Safeguards on fhe disclosure of customer propriotary network information,

(@) Safeguarding CPNI, Telecommunications carriers must take reasonable measures to discover
and protect sgainst ottempts to gain unauthorized access to CPNI, Telecommunications earricrs must
properly muthenticate a customer prior fo disclosing CPNI based on customer-injtiated telephone contact,
online account access, or an in-store visit,

Tha Company’s CPNT policies and employee iraining include reasonable measures to discover ad
protect against activity that Is indicatlve of pratexting and employees are instructed to notify the CPNI
Compiinnce Officer If any siech acilvity Is suspecied,

(b) Telephone access to CPNJ, Telecommunications carriers may ouly disclose cali detail
information over the telephone, based on“customer-initiated telephono contact, If the customer first
provides the carrier with a password, av described in paragraph (e) of this sectlon, that Is nat prompted by
the carrier asking for readily available biographical information, or account lnformation. If the customer
doss not provido & password, the telecommunications carrier may only disclose call delall information by
sending it to the customer’s address of record, or, by calling the customer at the telephone number of
record, Ifihe customer is able to provide call detail information to e telecommunications cartier during a




customer-initiated call without the telecommunications corrler’s asslstance, then the telecommunications
carricr is permitisd to discusa the call detail information provided by the customer.

The Company’s OPNI policies ensure that a customar Is only able 10 accass call deeglf information over
the telephone in one of the ways listed [n Rule 64.2020(0). Jf the customer cannof remember iheir
passivord, they ure prompled 1o answer a secutlly question, Neither the password nor the securify
question are based on readily avallable blographical information or account informatlon. Customer

service representatlves are instructed fo antheniicate customers over e jelephone in all instances except

in the case where the customer provides the eall detail Bifermation without the assistance gf the
Company. )

(c) Oniine access to CPNI. A tolecommunications carrler must anthenticate a customer without
the use of readily available biopraphical information, or account information, prior to allowing the
customer online access to CPNI related to a telecommunications servive acconnl. Once authenticated, the
customer may only obtaln online acesss to CPNI related to a telecommunications service account through a
password, as described in paragraph (6} of this section, that is not prémpted by the carrler asking for readily
available biographical information, or account mformation.

The Compamy’s custamers do 1ot crerrently have access to thelr account online,

(d) In-Store access to CENI. A telecommunicetions carrier may disclose CENI fo a customer
who, at 2 carier's retail location, first presents to the telecommunications carrler or its agent = valid photo
1D matching the customes's account informatlon.

The Company’s CPNT palicies allaw the Company to disclose call detail CPNI {o the customer at a refail
locarion after presenting a velid photo ID (hat imatches the custonier's account information,

() Establishment of a Password and Back-up Authentication Methods for Lost or Forgotien
Passwords. To establish a password, 2 teleconmmunications carrier must anthenticate the customer withoul
the uss of readily available biographical information, or account information. Telecommunications carriors
may create a back-up customer authentication method In the svent of a lost or forgotten pussword, but guch
back-up customer authentication method way not prompt the customer for readily available biographical
dinformation, or account information. If & customer canuot provide the correct password or the comrect

‘yesponse for the back-up customer authentication melhod, the customer must establish & new password as

descrlbed in this parageaph.

The Company’s CPNI pulicles allow for a few wiys to esiablish a password, all of wilch eustre
complianice with the above paragraph. Each method also alfows fire cusiomer fo establislt « back-up or
securlty question In the event that they forget their password, In no event does the Company use readlly
wvallable biographical Inforination or account information as o back-up question or as a means {0
establisht a password or auifienticate the custmner.

() Notificatlon of account changes. Telecommunications camiets must notify customers
immediately whenever a password, customer response to a back-up means of authentication for lost or
forgotten passwords, online account, or address of record is created or changed. This notification is not
required when the custoter jnitlates service, including the selection of a password at service Intiation.
This notification may be through a carrier-originated voicemail or text message to the telephone number of
record, or by mail to the address of record, and must not reveal the changed Information or be seut to the
new account information,

The Company’s billing systens generates o notification leiter when any of (e fields fisted in Ruie
64.2010() Is created or changed. The Company immedintely nalls out the notificatlon io the address of
record (never a new address) when required by Rule 64.2010(7). The content of the notificatlon complics
with the requiremnenis of Rule 64.2010(0),




() Business Customer Exdmption. Telecommunicatlons cardlers may blad themsclves
contractually to authentlcatlon regimes other than those descrlbed in this section for services they provide
to their business customer thet have both 2 dedicated account representative and a confract that specifically
addresses tha cartiers’ protection of CENI,

The Company does not utilize the business custonter excepiion at ihls fime,

Section 64,2011 Noftlicatton of customer propriciary uetwork Information security
brenches.

(a) A telecommunications carrier shall notify Inw enforcoment of a breach of its customers® CPNI
as provided in tlis section. The carrler shall not nofify its customers or disclose the bicach publicly,
whether voluntarily or vnder state or local law or these rules, until it has eompleted the process of notifying
law enforcement pursuant to paragraph (b).

{b) As soon as practicable, and in no event later than seven (7) business days, after reasonable
determination of the breach, the telecommunications carrler shall electronically notify the United States
Seerat Service (USSS) and the Federal Buvean of Investigation (FBI) throngh a central reporting facility.
‘The Commission will maintain a link to the reporting facility at http:{www.fec govieb/cpnd.

{1) Notwithstanding any staic law to the conlrary, the camrier shall not notify customers or
disclose the breach to the public until 7 full business deys have passed after notification to the USSS and
the FBI except as provided in paragraphs (Z) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class of aflected
customers sooner thau ofherwise allowed uader paragraph (1), in order to avoid immediate and irreparable
heem, it shell so indicate in its notification and my procecd to immedistely notify its nffocted customers
only after consullation with the relevant investigating agency. The currier shall cooperate with the relevant
investigating agency’s request to minimize any adverse offects of such customer notlfication.

(3) IF the relevant investigaling agency determines that the public disclosure or notice lo

.customers would impeds or compromiss en ongolng or putentin] criminal investigation or nationnl security,

such agency may direct tho carrler not to so disclose or notify for an initial period of up to 30 days. Such
period may be extended by the agency as reasonable necessary In the judgment of the sgency. If such
direction is given, the agency shall notlfy the carrier when It appears that public disclosure or natice fo
affected customers tvill no longer impeds or compromise a criminal investigation or natiobal security, ‘The
agency shall provide in writing Jts inltial direction to the carrier, any subsequent extension, and any
notification that notice will no Jonger impede or compromise  criminal investigation or national seeurity
and sich writings shall be contemporaneously logged on the same reporting facility that contains records of
notifications filed by carriers,

(¢) Recordkeeping. All carviers shall maintain n record, lectronicaily or in somo other mannet, of
any breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and
notification made to customers, The record must in¢lude, if available, dates of discovery and notlflcation, a
detailedt description of the CPNI that was the subject of the breach, and the clrcumstances of the breach.
Carriers shall ratain the record for a minimom of 2 years.

The Conpaty las policles and procedures in place fo ensure compllance with Rule 64,2011, Wihen it is
reasonably defermined thot « breuch has occnrrad, the CPNI Complionce Qfficer will nofify Ilaw
enforcement and its custarmer in the required thmeframes. A record of the breach will be maintained for
a minimam of -two years aond will Iiclude all information required by Rile 64.201L




